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Social Media and Google Sites Usage Guidelines 
for Grant Wood AEA Staff
The following guidelines apply to all social media sites and Google Sites created by Agency staff, in which the agency logo or the name Grant Wood AEA, AEA10 or any other kind of title that implies sponsorship or affiliation with the agency is stated or implied.
1. Any staff members creating an official agency social media site on any topic or discipline and/or using the Grant Wood AEA or AEA10 names or the agency logo in the title or graphics for the site must conform to all of the following guidelines. 

2. The individual creating this site must notify their supervisor and the Communications Office about the creation of any new site.

3. Limit student access to the site, unless the site has an educational purpose and is intended for student/staff interactions. 

4. It is recommended that staff prohibit student access to any personal contact information.

5. Students should not be allowed access to personal social media sites not maintained solely for instructional purposes. 

6. Identifiable student or staff information must not be shared or posted on any social media sites, Google Documents or Google sites. (All student information must be kept in password-protected files on Agency computers.)

7. Staff should never post vulgar text or images that have sexual content or implications, offensive, threatening, or harassing language. (See Agency policy #7246, Internet Safety and Security.)

8. All agency blogs should be monitored and moderated to prevent any inappropriate postings from being added to the site.

9. Iowa code forbids the agency and staff from using an official, agency social media site to advocate for or to oppose any person running for public office or regarding any ballot proposition.

10. Agency social media sites cannot promote or carry advertisements for businesses or commercial transactions.

11. Agency social media sites must not violate confidentiality requirements as defined by state and federal laws.

12. Staff must not use copyrighted photographs, videos or text in agency social media sites. Permission from the author and/or the publisher must be obtained to use copyrighted content on any agency sites. Whenever possible, staff should use LINKS to reference materials or Websites, rather than copying the materials and pasting them into social media posts. Staff must limit any quotations of published works to a paragraph or less, and provide complete attribution of the author, publisher, etc.

13. Freedom of speech is not unrestricted for public employees. A public employee may be subject to adverse employment consequences if commenting about a subject that is not of general public concern, but is directly related to the employee’s work. This applies to both official agency websites and any other website postings.

14. All comments on agency social network sites are subject to requests made under Iowa’s Open Records law, Iowa Code chapter 22.

15. If cyber bullying or terrorism occurs on any agency social media sites, law enforcement will be contacted and the agency will cooperate fully with law enforcement.

16. Individuals posting comments or materials to an official agency blog site should not have any expectation of privacy. Such sites will be routinely monitored and any violations of agency policies or of the law may result in action being taken. (See Agency Policy #7245, Technology Resources Uses, Privileges, and Responsibilities.)

17. Any employee creating a social media site for the agency will pass over ownership of the site to an administrator if requested by agency officials.

18. In accordance with Agency administrative regulation #7245A (Technology Resources Uses, Privileges, and Responsibilities), individuals posting to official Agency social media sites shall not:

a. violate any U.S. or state laws, rules, or regulations, including, but not limited to, copyright laws;

b. violate Agency procedures, guidelines, or policies;

c. engage in fraudulent activity;

d. falsify the User’s identity;

e. state or imply, without authorization, that the User has the authority to act for or otherwise bind the Agency;

f. publish or distribute copyrighted material without authorization;

g. make copyrighted material available for copying by others;

h. violate the terms and conditions of licenses;

i. seek, gain access to, or disclose private or confidential information outside the scope of the User’s job duties;

j. knowingly and without authorization destroy, damage, or interfere with the integrity, security, or use of Technology Resources;

k. use Technology Resources for commercial or personal political activity;

l. make unauthorized copies of commercial software;

m. send, download, or display material that reasonable people would consider obscene, offensive, profane, harassing, defamatory, or threatening;

n. permit another person to use their account or password to access Technology Resources; 

o. use another User’s password to access Technology Resources;

p. be involved with inappropriate usage that could embarrass or negatively impact the Agency; and

q. interfere with Agency business, an employee’s performance, or assigned duties.

The following Agency policies and administrative regulations apply to all agency Web sites and social media sites:

#7240 – Use of Agency Equipment

#7245 – Technology Resources Uses, Privileges, and Responsibilities

#7245A – Administrative Regulation - Technology Resources Uses, Privileges, and Responsibilities

#7245B – Administrative Regulation – Recording Devices Uses, Privileges, and Responsibilities

#7246 – Internet Safety and Security

#7247 – Maintenance and Privacy of Personally Identifiable Information
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